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PATCHING & Vulnerability Management POLICY

Classification: Internal
This document may only be shared with interested parties outside of [Company Name] with the owner's written permission.
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[bookmark: _Toc39587678][bookmark: _Toc75897869][bookmark: _Toc75897911][bookmark: _Toc75898074][bookmark: _Toc75898542][bookmark: _Toc81507170][bookmark: _Toc191457742]Purpose of This Document
This policy establishes the requirements for identifying, assessing, prioritising, and remediating vulnerabilities within the organisation’s technical environment to reduce security risks and maintain compliance with relevant standards and regulations.
[bookmark: _Toc191457743]Scope 
This policy applies to all information systems, network devices, applications, cloud services, and endpoints owned, operated, or managed by the organisation.
[bookmark: _Toc191457744]Roles and Responsibilities
· Engineering Team: Responsible for conducting vulnerability assessments, prioritising identified risks, and coordinating remediation efforts.
· Third-Party Organisations Managing Services for [Insert Company Name]: Responsible for reviewing and adhering to this policy contents.
· System Administrators: Responsible for applying patches and mitigating vulnerabilities within their assigned systems.
· Application Owners: Responsible for ensuring vulnerabilities in applications are addressed in accordance with this policy.
· Employees & Contractors: Responsible for reporting any security vulnerabilities they become aware of.
[bookmark: _Toc191457745]Vulnerability Management Process 
1. [bookmark: _Toc191457746]Identification
· Regular vulnerability scanning will be conducted at least monthly.
· Ad-hoc scans will be performed in response to newly discovered critical vulnerabilities.
· Sources such as vendor security advisories, threat intelligence feeds, and government cybersecurity agencies will be monitored.

2. [bookmark: _Toc191457747]Assessment & Prioritisation
· Vulnerabilities will be classified using the Common Vulnerability Scoring System (CVSS) or an equivalent risk-based approach.
· The following priority levels will be assigned:
	
	Status
	CVSS Score
	Remediation Within

	
	Critical
	9.0 – 10.0
	7 days

	
	High
	7.0 – 8.9
	14 days

	
	Medium
	4.0 – 6.9
	30 days

	
	Low
	0.1–3.9
	At the discretion of the team



3. [bookmark: _Toc191457748]Remediation
· Patches must be tested in a non-production environment before deployment.
· Automated patching solutions should be used where possible.
· If a patch is unavailable, compensating controls such as configuration changes, access restrictions, or temporary workarounds must be implemented.

4. [bookmark: _Toc191457749]Verification & Reporting
· Remediation efforts must be validated through follow-up vulnerability scans.
· Patch deployment records must be maintained for audit and compliance purposes.
· A quarterly vulnerability management report will be submitted to senior management.
[bookmark: _Toc191457750]Exception Management
· If a patch cannot be applied due to business or technical constraints, a formal risk acceptance process must be followed.
· Exceptions must be documented and approved by the Chief Information Security Officer (CISO) or equivalent authority.
· Compensating controls must be implemented where feasible.
[bookmark: _Toc191457751]Compliance & Enforcement
· Non-compliance with this policy may result in disciplinary action.
· This policy aligns with industry standards, including ISO 27001, NIST 800-53, and CIS Controls.
· Periodic audits will be conducted to ensure adherence to this policy.
[bookmark: _Toc191457752]Review & Updates 
This policy will be reviewed at least annually or in response to significant changes in the threat landscape, regulatory requirements, or organisational needs.
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