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Physical Security Policy
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[bookmark: _Toc223341781]1. Purpose
This policy establishes requirements for protecting the organisation's physical assets, facilities, and information systems from unauthorised access, theft, damage, and environmental hazards. 
Physical security is a foundational element of information security and must be maintained consistently across all organisational locations and facilities.
[bookmark: _Toc223341782]2. Scope
This policy applies to all employees, contractors, visitors, and third parties who access organisational facilities, equipment, or information systems. It covers all physical locations where the organisation conducts business, including offices, data centres, secure areas, and off-premises work environments.
[bookmark: _Toc223341783]3. Roles & Responsibilities
Senior Management
Responsible for allocating resources for physical security infrastructure and ensuring policy compliance at the executive level.
Facilities Manager
Responsible for managing access controls, monitoring secure areas, maintaining environmental controls, and coordinating physical security incident response.
Information Security Officer
Responsible for overseeing policy compliance, managing secure disposal procedures, and reviewing physical security incidents.
All Staff
Required to comply with this policy, maintain clear desk/screen practices, protect access credentials, and report security concerns immediately.
[bookmark: _Toc223341784]4. Policy Requirements
4.1 Clear Desk and Clear Screen Policy
All staff must maintain a clear desk and screen policy at all times:
· Lock your computer screen whenever you leave your desk, even for short periods
· Remove all confidential or sensitive papers from the desk at the end of the day; store them in a secure cabinet or destroy them.
· Do not display sensitive information on screens that are visible to visitors or unauthorised personnel.
· Do not leave confidential documents, USB drives, or hardware tokens unattended on desks.
4.2 Visitor Management
All visitors must comply with the following requirements:
· Sign in and out at reception; complete the visitor log with date, time, purpose, and host
· Wear a clearly visible visitor badge while on the premises
· Be escorted by an authorised staff member at all times when in secure areas or anywhere near sensitive data or equipment
· Not photograph, record, or remove any organisational materials without explicit written authorisation
4.3 Physical Access Control
Access to facilities and secure areas is controlled through:
· Key fobs, access cards, or biometric systems that are issued only to authorised staff with documented justification
· Comprehensive access logs are maintained for all secure area entries (automated or manual)
· Prompt revocation of access credentials upon staff departure, transfer, or role change
· Immediate reporting of lost, stolen, or compromised access tokens to the Facilities Manager
4.4 Secure Areas and Server Rooms
Secure areas, including server rooms, data centres, and communications facilities, must be:
· Restricted to authorised personnel only; access must be logged and reviewed regularly
· Kept clean and tidy; equipment must be properly organised and labelled
· Subject to the prohibition of food, drink, and smoking to prevent damage or contamination
· Monitored by CCTV where practical and proportionate
4.5 Equipment Siting
Equipment must be positioned to minimise physical security risks:
· Screens and displays must not be visible from public areas or from areas outside the organisation's control
· Cables and power supplies must be neatly managed and protected from unauthorised access or tampering
· Network and telecommunications equipment must be protected from physical damage and interference
4.6 Protection from Environmental Threats
Facilities must be protected against environmental hazards:
· Fire suppression systems must be installed and regularly tested in all secure areas and data centres.
· Temperature and humidity controls must be maintained to specification to protect the equipment.
· Uninterruptible Power Supply (UPS) systems must be installed and maintained to prevent power outages.
· Regular maintenance schedules must be established for all environmental control systems.
4.7 Security of Assets Off-Premises
Staff working remotely or travelling with organisational equipment must:
· Ensure all mobile devices and laptops are encrypted with AES-256 or equivalent
· Never leave equipment unattended in public areas or vehicles
· Use secure connections (VPN) when accessing organisational systems from external networks
· Staff are responsible for protecting organisational assets while off-premises; loss or theft must be reported immediately.
4.8 Secure Disposal and Reuse of Equipment
Paper documents and electronic media must be disposed of securely:
· Confidential paper documents must be destroyed using cross-cut shredding (DIN 66399 Level P-4 or equivalent)
· Electronic storage media must be overwritten using approved data destruction tools or physically destroyed per NCSC guidance
· Equipment reused internally or externally must be certified as data-wiped with documented proof of certification
· All disposal activities must be documented and approved by the Information Security Officer
4.9 Reporting of Physical Security Incidents
All physical security incidents must be reported immediately to the Facilities Manager and Information Security Officer:
· Tailgating (an unauthorised person gaining access by following authorised staff)
· Suspicious persons on premises or near sensitive areas
· Lost, stolen, or compromised access credentials
· Unauthorised personnel in secure areas
· Environmental control failures or equipment damage
[bookmark: _Toc223341785]5. Exceptions
Exceptions to this policy must be documented in writing, approved by the Information Security Officer and relevant business owner, and reviewed at least annually. 
All exceptions must include a documented business justification and compensating controls.
[bookmark: _Toc223341786]6. Compliance & Enforcement
Non-compliance with this policy may result in disciplinary action up to and including termination of employment or contract. 
Physical security compliance will be monitored through regular audits, access control reviews, and management reviews. 
Violations must be reported to Human Resources and the Information Security Officer.
[bookmark: _Toc223341787]7. Related Documents
P1 - Information Security Policy
P3 - Access Control Policy
P5 - Data Protection Policy
P14 - Remote Working Policy
P15 - ISMS Change Management Policy
[bookmark: _Toc223341788]8. Review Schedule
This policy will be reviewed annually as part of the Management Review process or immediately following any significant physical security incident, organisational change, or regulatory update.
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